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Today's Agenda

e THINK
e REFLECT
e PROCESS
e DISCUSS
e RETAIN




MY FRAUD A-HA MOMENT




- Ex-banker faces

prison term, fine

GREENSBORO — Former Na-
tionsBank executive Thurman E.
Dortch could face a prison sentence
of more than 200 years on his con-
viction for defrauding the bank of
more than $2 mullion.

Mr. Dortch also could be fined
$1.75 million when he is sentenced
in July on fraud, money-laundering
and conspiracy convictions.

According to prosecutors, Mr.
Dortch schemed with Durham de-
veloper Gary Lynn Wallace to re-
move from NationsBank's books a
series of improper loans that Mr.
Dortch had made to Mr. Wallace in
the 1980s.




SOMETIMES GOOD COLLEAGUES CAN
RATIONALIZE BAD DECISIONS
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An Ethical Dilemma: The Bob Lattas Story

* DePaul University Accounting Instructor
 Successful Real Estate Attorney
* Former White House Intern

June 23, 2020



U.S. Attorneys » Northern District of Illinois » News

Department of Justice SHARE (

U.S. Attorney's Office

Northern District of [llinois

FOR IMMEDIATE RELEASE Tuesday, June 4, 2013

Two Attorneys Among Four Defendants Indicted In Two
Separate Mortgage Fraud Schemes Involving South Side
Properties

CHICAGO — Two attorneys are among four defendants who have been indicted in two separate mortgage
fraud cases, federal law enforcement officials announced today. In one case, an attorney, a real estate
investor, and a loan originator were charged with allegedly participating in a scheme to fraudulently obtain
at least five residential mortgage loans totaling approximately $1.5 million from various lenders. In the
second case, an attorney was charged with allegedly participating in a scheme to fraudulently obtain at
least 12 residential mortgage loans totaling nearly $3.75 million from various lenders.

Footer goes here






Sometimes it’s whoy

'

ou least suspect...

BMO e We're here to help: Footer goes here
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Listen to the audio interview

The link is provided in the chat box.



WHY IS FRAUD SO DIFFICULT TO FIND?




Figure 3: Occupational Fraud and Abuse Classification System (Fraud Tree)

Asset Financial
Misappropriation Statement Fraud




WHAT DOES FRAUD LOOK LIKE?




FRAUD IS DIFFICULT TO IDENTIFY
SO WHAT DO WE DO?



HOW TO PREVENT FRAUD

Good ‘Internal controls will not stop people from Stealing

but 900d internal controls can catch a person that iS Stealing B

( (> BUSINESS OWNERS WHO THINK THEY DON‘T —
o / NEED INTERNAL CONTROLS OFTEN SAY:
: FRAUD CAN BE PREVENTED.

« We have 9reat intermal controls

« We have the best eMployees

« Re/she is part of the family. f Evevyone will try Md utaomhze 3
« Our auditors qive us a clean bill of health why the person in question |
7 could not possibly be Stealing. |

every year

A COMMON RED FLAG:
A visit from the TRS

BEST PRACTICES THE TRADITIONAL
et Ll Y Frave e,
ek iy iy TRIANGLE: Y TO FIND FRAUD.

* k Standardized cash handling process is key.
« Depositing, counting and balancing cash
should follow a strict schedule.
« Lirit the employees who handle cash
« Make sure cash handling duties
areseqregated
OPPORTUNITY IS THE ONLY
| / ASPECT OF THE FRAUD TRIANGLE
/ A BUSINESS CAN CONTROL.
TN e,
SCHEMES TO REMEMRER:

* Expense reiMbursedents are always

» Remtember, fravd doesn't often look like
froud but More like accounting errors

5 900d Starting point ina fraud investiqation P * f:"\zﬁ:; i::ccilea check.s; yes look at the
* Check. tampering Scheses are the easiest i ¥

{Yauds to uncover and quantify } # N\.mys-rewew y;c-»ur bank StAfer[ﬂzntS
« Payroll Schemtes are often one of the first P : i’e yfg"{"fjﬁ'ﬁxwf: cards f:é:g oyees

frauds discovered

*+ 1f your employees know you are [ook.ing
they are less likely to Steal

« Cheapest fraud detection tools: Bank Statesents / f |
canceled check iMages, credit card StateMents = /l
expense receipts and payroll reports f

A GOOD ACCOUNTANT CAN GIVE YOU A STATEMENT

WITH A CLICK OF A RUTTON. BE CAUTIOUS IF YOU
CAN'T GET BASIC FINANCIAL INFORMATION.

SAFEGUARDS NEED TO RE PUT IN PLACE
AROUND EVERYONE REGARDLESS OF THEIR ROLE. &
2dFlag
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[Lessons from Historical Frauds

-k

Embezzlement Financial Corruption Insider Trading
Statement Fraud and Ponzi



WHAT THE RESEARCH SAYS

Recent experimental evidence suggests that there
Is a stronger inclination to behave immorally in
groups than individually.

| Lie? We Lie! Why? Experimental Evidence on a Dishonesty Shift in Groups by
Kocher, Schudy and Spantig (2017)



BUT THE oe—11

TRUTH




Scenariol

Your cab driver gives you a blank reimbursement slip and the actual receipt for
the ride. Instead of using the actual receipt, you submit the blank receipt and add
82 dollars to the fare price on your expense reimbursement.

“O—O)



Scenario 2

You invite a friend who works in the same industry to lunch and you spend 15
minutes talking work related items and an hour talking personal items. You
submit the receipt to your company as a work related lunch for reimbursement.




Scenario 3

Your company sends you to a conference in Hawaii and instead of attending
conference sessions, you spend the majority of your time with friends on tours of

the island.




Scenario 4

Your friend works for a tech start up that is about to go public. Your friend tells
you about the pending IPO and you decide to buy shares based on this

information.




Scenario 5

It's time for you to complete your annual compliance training and instead of
taking the online course and reading each question per the instructions, you
barely read the questions and guess the correct answer until you get the needed
score. Upon completion, you sign the compliance certification form indicating
that you read and completed all sections of the training.

congratulations!




WORKPLACE EMPLOYEE CRIMES

ANTI-ORGANIZATIONAL
PRO-ORGANIZATIONAL
NON-ALIGNED ORGANIZATIONAL



Anti-Organizational

Driven by the desire to harm others and result in gain.
Acts include:

sworkplace deviance

eminor infractions

«filing false expense statements.












City of Dheon
121W 2w
City Clerk
Dixon, IL 61021

Involee

INVOICE NO. 101482
RESP. CODE 8040
INVOICE DATE  06/22/2007
REVENUE CODE 8308
AUDIT NUMBER

PAYER NUMBER 08814

EXPLANATION OF CHARGES

PAY FROM THIS INVOICE

TR
LOCATION: IL 268 & Bloody Guich Road
LOCAL SECTION: )
ROUTE: FAP 318
SECTION: 10178
COUNTY : Loo

JOBNO. : C-92-410-08
PROJECTNO.. HS-0318/031/
CONTRACT NO.: 84C28
DISTRICT: 2

The Agrsement exacutod 5/13/2008 between
Clty of Dixon, snd the State of liinois
provides that tha cty will rsimburae the Stats
for part of the construction costs.
FINAL CITY SHARE:

1S30L01 & 5%

‘Plus engineecng @ 15%
R nop P a o

AMOUNT

$148,136.04 $7.308.65
$7.306.95 $1.098.04
$840280 e

__Payment Dus Date 07/08/2007

TOTAL DUE $8,402 3%

PLEASE MAKE CHECK PAYABLE TC TREASURER, STATE OF ILLINCIS

MAIL TO: Wincis Departmaent of Transportation
Rocm 322, Harry R. Hanley Bullding

2300 So, Dirksen Parkway
Springfleid, IL 62764

INGUIRIES CONTACT: Sunday Odele at 217/785-4817,



INVOICE

INVOICENO, 78947
RESP.CODE 8040
INVOICEDATE  11/15/03
REVENUECODRE 6306

DIXON, CITY OF AUDIT NUMBER
C/O City Clerk PAYER NUMBER 06614
City
Dixon
1L 61021
EXPLANATION OF CHARGES PAY FROM THIS INVOICE
LOCATION: Route 26 & South Galena Avenue P‘q\pa
~ o 1l
|
al”
L
= »?
PROJECT NO: FAS-2-39-02/ 000 ,(,8/’4
CONTRACT NO.: 64362 a
The executed between DIXON,
CITY OF, and the State of Illinois provides that
the dity will refmburse the state for part of the
conatruction costs. ?5000
CITY SHARE: $1,250,000.00 (’:’Q' 2
Upon Award
Payment Due Date: 11/01/08 NOWDUE §500,000.00

= v ' B CHECK PAYABLE TO TREASURER, 5 RLINCIS
AND MAIL TO: Illinois of Transportation
Hmlq Building

Springﬁdd,n. i




Will Jailed Dixon Embezzler Be
Released From Federal Prison?
Maybe.

Kelly Richmond Pope Contributor ®
Personal Finance
’ I write about fraud and film...and accounting.




Educate. Advocate. Empower.

PRESIDENT
Mayor Leon Rockingham, Jr, Narth Chicogo

FIRST VICE PRESIDENT
Mayor Ricky J. Gottman, Vandalia

SECOND VICE PRESIDENT
Villoge President Catherine Addud, River Forest

EXECUTIVE DIRECTOR
8rad Cole, Former Mayor, Carbondole

VICE PRESIDENTS

Mayor Richard H. Veenstro, Addison

Mayor Richord rvin, Aurora

Mayor Greg Szymanski, Beacher

Mayor Michoel Chomberloin, Belvidere

Moyor John Michael Heary, Corbondale

Mayor Lori E. Lightfoot, Chicago

Villoge President Charles E. Tokor, Chicago Ridge
Mayor Kevin B. Hutchinson, Columbio

Mayor Julie Moore Wolfe, Decatur

Mayor Teresa Kerne, Diomond

Mayor Liondro Arellano, Jr., Dixon

Mayor Reggie Freeman, Eost Moline

Mayor Mark Kupsky, Fairview Heights

Mayor John Pritchord, Golesburg

Village President Mike McCormick, Godfrey
Village President Rodney S. Croig, Hanover Park

Village President Vernard L. Alsberry, Jr., Hozel Crest

Mayor Andy Ezord, Jocksonville

Mayor Tim Gover, Mattoon

Mayor Joo Judge, Mount Cormel

Mayor John C. Lewis, Mount Vernan

Town President Chris Koos, Normal

Mayor Jim Ardis, Peoria

Mayor Scott Harl, Peru

Mayor Robert Housler, Plono

Mayor Kyle Moore, Quincy

Villoge President Rick Reinbold, Richton Park
Mayor Thomas McNomara, Rockford
Mayor Dole B. Adoms, Rockton

Mayor Richord H. Hill, Round Loke Beach
Moyor George Van Dusen, Skokie

Moyor James 0. Langfelder, Springfield
Mayor Gory W. Manier, Washington
Moyor Samuel D. Cunninghom, Woukegan
Mayor Tom Jordan, West Frankfort

PAST PRESIDENTS

Village President Karen Darch, Barrington
Mayor Mark W, Eckert, Belleville

Mayor Roger C. Claar, Bolingbrook
Mayor Michael J. Inman, Mocomb

Mayor Gerald E. Daugherty, Mascoutah
Mayor Gerald R. Beanett, Palos Hills

\LLINO/§

May 12, 2020

The Honorable Philip G. Reinhard

United States District Court Judge

Northern District of Tllinois, Western Division
Stanley J. Roszkowski United States Courthouse
327 South Church Street

Rockford, Tllinois 61101

RE: U.S. vs. Rita A. Crundwell, No. 12 CR 50027
Dear Judge Reinhard:

On behalf of the 1,298 cities, villages and towns throughout the state, all
represented by the Illinois Municipal League (IML), please review and
consider this letter in strong opposition to the request of Rita A. Crundwell
(Crundwell) for early release or reduction of her sentence.

In November 2012, Crundwell pled guilty to wire fraud, in violation of Title
18, USC, Section 1343, and admitted to committing fraudulent transactions
over the course of a decade. During that time, she illegally obtained more
than $53 million from the taxpayers and residents of the City of Dixon,
Ilinois.

Your cc ents at luded that Crundwell was engaged in
“massive stealing of public money” entrusted to her as a public guardian of
Dixon. You also commented that Crundwell showed greater passion for the
welfare of her horses than the people of Dixon, who she purportedly
represented. Part of the 19-year and 7-month sentence was a result of your
grant of the government’s request for an upward variance in the federal
sentencing guidelines. In addition to the financial loss, you found that
Crundwell caused a significant non-monetary loss, which involved a loss of’
public confidence in local government and a significant disruption of
government function that struck “at the very heart of Dixon’s abilities to
provide essentials for its citizenry.”"

Despite monetary recovery from multiple sources, the residents of Dixon will
never fully recover the financial losses from this unprecedented betrayal of
trust. Neither will the elected and appointed officials from throughout Illinois
and our nation who carry an undeserved burden with them from Crundwell’s
criminal behavior under the guise of public service.

! Department of Justice, U.S. Attorney’s Office, Northern District of Illinois, February
14, 2013.

500 East Capitol Avenue | P.O. Box 5180 | Springfield, IL 62705-5180 | Phone: 217.525.1220 | Fax: 217.525.7438 | www.iml.org
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Just last year, IML provided a screening of 4/l the Queen's Horses, the documentary chronicling this
thefl, to attendees at our annual conference. More than 300 local officials attended the screening and
hundreds more have viewed the documentary online in the meantime. Their comments continue to reflect
the negative impact of these crimes on their municipalities’ collective rcpuumons The silence in the
room, while the film was being watched, spoke volumes about the utter | of how

could perpetrate such brazen fraud.

Crundwell, motivated by unbridled greed, took advantage of the trust of her colleagues, her friends and
the entire ity. The you imposed was appropriate and she has presented no extraordinary
or compelling reason to modify that sentence now.

The i |rony of Crundwell’s request for early release due to the current public health crisis and global

is hed. For decades, through her own hands, she caused financial hardship on her own
hometown such that could never have been foretold. Now, through an economic collapse of possibly
never-before-seen proportions impacting every level of society and government, she seeks compassion
over worry for her “deteriorating health condition and danger of the COVID-19 pandemic.” 1 am not the
least apologetic to state, especially because of this second, current f ial storm being hered by the
City of Dixon, that Crundwell fully descrves to complete every last day of her original sentence. Indeed, it
may actually be the only thing she ever rightfully earned in her entire life.

Judge, this may be the first time, and hopefully is the last time, that our professional association has ever
offered an opinion on a criminal sentencing request. Pleasc weigh that in your deliberations and
thoughtful consideration of this matter. Now, more than ever, the people of Illinois need to trust their
government and elected officials, and they can do that best by knowing Rita Crundwell remains a “model
minimum security prisoner,” as she is reported to claim, where she can do no more harm.

On behalf of the honest, trustworthy and hardworking elected and appointed officials of every community
in Illinois, we request that you deny Crundwell’s attempt to d ish her

Please feel welcome to contact me if I may be of assistance with this or any other matter. I may be
reached by email at beole@iml.org or by cell phone at (618) 201-7320. Thanks.

ours very truly,

BRAD COLE
Executive Director

Enclosure
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Non-Aligned Crimes

*Primary motive is for personal gain.

*Committed at employees at higher levels such as managers or executives
who have access to information.

*Examples include organizational corruption including accepting bribes
and insider trading.



CASE: CORRUPTION









WHITACRE RECAP




ADM-Marc Whitacre




ADM Price Fixing Scandal

1993 2013



ADM-Mark Whitacre

= Highest-level corporate executive in U.S. history to become a Federal Bureau of
Investigation (FBI) whistleblower.

= FBIl informant for 3 years

= | ost FBI immunity




ADM- Lysine Price Fixing Scandal

= ADM settled Federal charges for more than US$100 million

= ADM paid hundreds of millions of dollars more to plaintiffs and customers
(US$400 million alone on a high-fructose corn syrup class action case).



THE INFORMANT

FROM THE DIRECTOR oF DCEAN'S 11,12 a0 13

ONA
TATTLE-TALE




LESSONS LEARNED: ADM

A SPEAK-UP CULTURE IS CRITICAL

THE FEAR OF FAILURE CAN IMPACT
DECISION-MAKING

SPEED OVER ETHICS WAS MORE
IMPORTANT




Always pay
attention to red
flags.



COMMONLY MISSED RED FLAGS

Lack of written policies and standard operating
procedures

Lack of interest in or compliance with internal
control policies, especially segregation of duties
Disorganized operations in such areas as
bookkeeping, purchasing, receiving, and
warehousing

Unrecorded transactions or missing records
Counterfeit documents

Alterations of documents
Photocopied documents

Fund transfers to offshore banks
Transactions not consistent with the entity's
business

Deficient screening procedures for new
employees

Reluctance by management to report criminal
wrongdoing

Unusual transfers of personal assets
Employees with lifestyles beyond their means

Questionable handwriting on documents
Accounts not reconciled on a timely basis
Stale items on account reconciliations
Continuous out-of-balance subsidiary
ledgers

Unusual financial statement relationships
Bank checks written to cash in large amounts
Handwritten checks in a computer
environment

Continuous or unusual fund transfers among
company bank accounts

Excessive voids or credits

Unused vacation time

Frequent or unusual related-party
transactions

Employees in close association with
suppliers

Employees in close relationship with one
another in areas where separation of duties
could be circumvented

Expense-account abuse




Professional skepticism

* Professional skepticism is a critical component of an internal
auditor's duty of care that applies throughout any engagement. It's
an attitude that includes a questioning mind and a critical assessment
of the appropriateness and sufficiency of audit evidence.



The Three Key Elements of Professional Skepticism

1. Attributes: This refers to the knowledge, skill and overall ability of the
auditor. Internal auditors must possess the knowledge, skills, and other
competencies needed to perform their responsibilities.

2. Mindset: This relates to the integrity and good faith of the auditor who
does not assume honesty or dishonesty on the part of the audit client, but
also recognizes the possibility of fraud, misstatement or misrepresentation of
essential facts. AIthou%h internal auditors can generally assume that
management and employees are honest, these same auditors should not be
satisfied with less than persuasive evidence.

3. Action: This element refers to the importance of performing a robust risk
assessment, planning the engagement based on the risks involved, ensuring
vigorous engagement supervision, and the diligent gathering and evaluation of
audit evidence.



THE APPLICATION OF

PROFESSIONAL SKEPTICISM

A

SKEPTICISM CONTINUUM

N

COMPLETE PRESUMPTIVE COMPLETE

TRUST DOUBT DOUBT

PROFESSIONAL SKEPTICISM**
“An Attitude that Includes a Questioning Mind"

LESS AUDIT EVIDENCE :5:;;':225::100"
AND DOCUMENTATION DOCUMENTATION




"Not on
my watch"

"It can't
happen

here"




Why do great
employees often
miss red flags?






COGNITIVE DISSONANCE

The more committed we are to a belief, the harder it is to

relinquish, even in the face of overwhelming contradictory
evidence.

Instead of acknowledging an error in judgment and
abandoning the opinion, we tend to develop a new attitude
or belief that will justify retaining it.



Fast and Furious Heuristics

e A good heuristic can be better than a

complex strategy when used in the proper
environment.

el ess can be more.









Watch the When We Prey trailer- Red Flag Mania. The link is provided in the chat box.
https://www.youtube.com/watch?v=6vZrkpm6gbw



https://www.youtube.com/watch?v=6vZrkpm6gbw
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TO INCREASE EMPLOYEE ENGAGEMENT
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Agenda Review
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